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Challenges in GNSS

e Solar activity:

(@)

The ionospheric threat has an
11-year cycle

Massive ~ GNSS  penetration
during the low activity part of
the cycle

e Jamming and Spoofing:

(@)

Transitions from a military
threat / sophisticated lab threat
to affecting civilian activity
Conflict regions: Baltic Sea, Black
Sea, Red Sea, and Eastern
Mediterranean

State sponsored jamming and
spoofing  impacting  Civilian
activity
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Jamming and Spoofing

e Jamming (Denial of Service)

Definition: Jamming is the broadcasting of strong, competing radio signals on the same
frequency as the GNSS satellites. Because satellite signals are incredibly weak by the time
they reach Earth, it doesn't take much power to drown them out.

The Result: The receiver is overwhelmed by "noise" and loses its connection to the
satellites. It simply stops working and cannot calculate a position or time or store correct
data for post processing.

e Spoofing (Deception)

Definition: Spoofing is a more sophisticated and malicious attack where a transmitter
broadcasts counterfeit GNSS signals that perfectly mimic real satellite signals. The
attacker gradually increases the power of these fake signals until the receiver drops the
real satellites and locks onto the fake ones.

The Result: The receiver still thinks it is working perfectly fine, but it is now calculating a
false location or a false time chosen by the attacker.



Trimble Zephyr 3 —e @S
Geodetic Antenna

Trimble Alloy
GNSS CORS Receiver

<C6ncrete Pilla
Monument (CORS)
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lonoguard

e Trimble developed lonoGuard which act as a digital shield aiming to maintain the
accuracy when there are high activity in the ionosphere.

e Independent Signal Tracking: Processes GNSS signals across multiple frequencies
independently to ensure redundancy when specific bands are compromised.

e Rover RTK engine adjusts based on a per satellite basis.

Helsinki 10km RTK
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Colorado - October 2024 Storm

lonoguard
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Jamming

Created over 50 jam scenarios

Measured threats
Theoretical threats
Combinations (CW, Chirp, Broadband, one or more bands, pulsed variants, ...)
Couple the jam source on to a cabled live sky feed (no broadcast)
Each scenario at least 3 hours
Continually loop through all scenarios and automatically test
= Collect various KPIs

Trimble systems attempt to maintain lock through jamming

PVT is system agnostics and uses whatever is available
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Competitive
system with
good anti-jam,
but the PVT

performance
degrades with
more complex
jamming

Scenario
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Spoofing

e Attempt to prevent the spoofer “capturing” the channels

But accept that signals will get spoofed

e Implement a “Swiss Cheese” layer approach to anti-spoofing

Cross check between signals (L1, L2, L5) etc

Signals from the same satellite on the same band (L1 C/A to L1C)
Review residuals / form sub-system solutions

Review the spectrum (Trimble receivers have access to the FFT)
Navigation Message Authentication (NMA)
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Layer 1 Filter Layer 2 Filter Multi-Layer Passage




Test Scenario

World's largest civilian jamming/spoofing test

([ J
Held annually in Northern Norway (Bleik)
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Test Scenario - Receiver

e GPS fault detection
e Red
e One or more flags
e Onone or more signals
e Blue segments are spoofing tests

RTK with ProPoint
anti-spoofing enabled
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Pivot 5.3 - Jamming and Spoofing Portal

e Trimble hosted web applications

e Customers can only see their own data

e Analyze 4 KPIs per signal

e Provide a localized view of jamming and spoofing

Pivot provides a
localized view




Jamming Detection
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Monitors the ratio of signal power to noise power;

corrections are applied for satellite elevation and
receiver type.
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SRR Std. Deviation

Calculates the volatility of the signal quality to
distinguish between natural noise and artificial
interference.

€q
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E&her Spectrum

Analyzes power distribution across frequency
domains; L1/L2 monitoring via Trimble Alloy firmware.

loc

k
Loss-of-Lock (LLI)

Tracks frequency of disconnects between satellites
and receivers as a primary indicator of denial-of-
service.
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Spoofing Detection

Spoofing affects an entire satellite system
e Single Point Position (SPP) calculated for
each constellation individually ég 258
e Offset [m] (3D, 2D, Height) calculated
based on station coordinate per satellite :
system \

D

S

25

e Alarming if offset exceeds configured NoL
threshold \

((¢p))
e Observation before Raw Data Analysis ’A”
(RDA) used

spoofed position true position



Pivot 5.3 - Jamming and Spoofing Portal )

e 48 hoursin the Sydney area
e Shows jamming on some stations
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Pivot 5.3 - Jamming and Spoofing Portal

e Deep dive on stations
e Inthis case most of the impact is in E6 and B3

Jamming Probability Frequencies - NS\
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amming and Spoofing Portal

] Jamming and Spoofing A
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Poland Last 24 hours
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Pivot 5.3 - Jamming and Spoofing Portal

e In this case there's jamming on most bands

Jamming and Spoofing Portal

= Q
o Jamming and Spoofing A Installation * Time Interval Choose Date Range
Poland Custom Range 2025-10-29 00:00 - 2025-10-29 12:00 [
Station Map
Jamming Dashboard
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Coordinate Transformations Overview

Trimble RTX Trimble Geodetic Library (TGL)

Other Applications Deformations and velocity models

Case-Study for Chile
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Trimble RTX

10 11111

GNSS RTX Satellite
Satellite
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Customer’s GNSS IP/Cellular Trimble RTX Satellite
Receiver/Display Control Center Uplink




Trimble Geodetic Library (TGL)
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Sistemas de coordenadas
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Bangladesh
Barbados
Belgium
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Bosnia
Botswana
Brazil
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Canada
Chil
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France
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Groare.

Ayuda

Proyeccién
Cuadricula de desplazamie
Modelo geoidal

I UTM zone 185
A UTM zone 195

Exportar nombre:

Nombre de datum:

Metadatos:
ID Trimble:

Nombre:

Método de datum:

UTM zone 135

UTM zone 135

6441

Registro de pardmetros geodésicos EPSG

Aceptar

Cancelar

Para obtener Ayuda, presione F1.




>
=)
-

‘. (@,

Other Applications
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Deformations models on Trimble
Geodetic Library - velocity models

RTX

GNSS

Instantaneous epoch

<) RTX-Solution
Reduction to

reference epoch

€
]
£
[
o
-
o
o]
(=]

2024.000 2025.526

SIRGAS-CHILE 2016 SIRGAS-CHILE 2021 REDGEOMIN2024

2020 2021

REDGEOMIN2022 REDGEOMIN2025
SIRGAS-CHILE 2025
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Deformations and velocity models on

Trimble Geodetic Library

Sistema
Chile/SIRGAS-Chile 2025
Datum local

SIRGAS-Chile 2025 (Mol)
Datum de referencia global

SIRGAS-Chile 2025

Modelo de desplazamiento

—= 20 mm/a

VEMOS2022 2024-02-01 VEMO$2003

Usar modelo geoidal
[ W si

Utilizar cuadricula de datum
No

—= 20 mm/a
VEMOS2009

—= 20 mm/a
VEMOS2015

—= 20 mm/a
VEMOS2017

20 mm/a
VEMOS2022
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@ Timble Access

_ Brunei/GDBD2009

Bulgaria/BGS2005

Canada/NAD 1927

Canada/NAD 1983

Brunei/Timbalai 1948

Canada/Canada (Atlantic)

ChiIe/REDGEO&\AIN 2024
Chile/SIRGAS-Chile 2016
Chile/SIRGAS-Chile 2021

Chile/SIRGAS-Chile 2025

China/Beijing 1954

China/CGCS2000

Colombia/Bogota

Colombia/MAGNA-SIRGAS

Case-study for Chile

Zona

No hay un sistema seleccionado ¥

Epoca de referencia global
2005.00

Placa tecténica

(Detectar automaticamente) ¥

Coordenadas ﬁ
Cuadricula

Teclear

Sistema
Chile/SIRGAS-Chile 2025
Datum local

SIRGAS-Chile 2025 (Mol)

Datum de referencia global

Seleccionar sistema coordenadas

SIRGAS-Chile 2025
Modelo de desplazamiento

VEMO0S2022 2024-02-01

Usar modelo geoidal

[ W s

Utilizar cuadricula de datum
No

Altura del proyecto
550.000m

Cambiar sistema coordenadas

Seleccionar datum horizontal.

Transformacion de datum

Sainte Anne
Santo (Espirito Santo Is)

Sao Braz (Azores)

Sapper Hill 1943 (Falkland Is)
Schwarzeck (Namibia)
Selvagem Grande 1938
Siea Leone 1960
SIRGAS2000

Método de datum

Siete parémetros
Molodensky
Molodensky
Molodensky
Molodensky
Molodensky
Molodensky
Siete parametros

Zona
UTMzone 185 ¥

Epoca de referencia global
2025.00

Modelo geoidal
EGM 2008 Chile ¥
Coordenadas

Cuadricula v

SIRGAS-Chile 2016 Molodensky
SIRGAS-Chile 2021 Molodensky
SIRGAS-Chile 2025 Molodensky
SIRGAS-Ecuador (2016.4) Molodensky
SIRGAS-FS20N07 8 Malodensky
densky
parametros

< Atrés

Siguiente >

Cancelar
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Case-study for Chile - RTX RT vs
SIRGAS-CHILE 2021
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Case-study for Chile - RTX RT vs SIRGAS-
CHILE 2021

A=~ 4.8 cm
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Case-study for Chile - RTX RT vs

SIRGAS-CHILE 2016

Cartagena

Graneros

Rancagua
Dofihue

Requinoa

Renig

~ GDO

San

Férpanda

Dif. horizontal =0.032 m
Dif. vertical =0.042 m

0.053m

0.006m

230.577m

230.559,,,

Des 0.01 8m [

V"
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Memory Tree

Dr. Chris Pearson
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